SSI TC-HD-1000M Kiosk
NETWORK CONFIGURATION

COutbound
status reparting
{mail user agent)

= Firewall Internet Connection
TC-HD-1000 Router | s———®High port number access
Ml Kiosk 4—‘ MNAT fram autharized IP only
Administration
[S5H)
Internal weh
browsar
access
=—@
==
Supervisor
Operational
Access
<
—

e End Users access the kiosk using a Web Browser connection.

e All Kiosks run a second internal firewall to ensure authorized-only PC access to the

system within the local area network, in addition to user / password authentication.

¢ Remote administration of the kiosk is carried out (e.g. by SkillSense support personnel)
using secure shell access. Note: this may be accessed from a high (not well-known) port

number at the Firewall / NAT layer

e The Master Kiosk (M Series) sends log analysis reports for security monitoring to

SkillSense support personnel by email (using a basic mail user agent).

e The Slave Kiosk (S series) also sends and receives configuration information as a client
using the HTTP(S) protocol
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